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DETAILED ACTION 



1. Claims 1-2 and 4-12 have been re-examined and remains pending. 
Claim 3 was previously cancelled. 



Continued Examination Under 37 CFR 1.114 

2. A request for continued examination under 37 CFR 1.114, 
including the fee set forth in 37 CFR 1.17(e), was filed in this application 
after final rejection. Since this application is eligible for continued 
examination under 37 CFR 1. 1 14, and the fee set forth in 37 CFR 1. 17(e) 
has been timely paid, the finality of the previous Office action has been 
withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on 
January 23, 2006 has been entered. 
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Claim Rejections - 35 USC §103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for 
all obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or 
described as set forth in section 102 of this title, if the differences between the 
subject matter sought to be patented and the prior art are such that the subject 
matter as a whole would have been obvious at the time the invention was made to a 
person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

3. Claims 1-2 and 4-12 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Moribatake, et al. (US 6,539,364) and further in view of 
Moskowitz, et al. (US 7,007,166). 

As per claim 1: 

Moribatake, Et al. discloses a method for encrypting and decrypting contents 
data to be distributed from a server to a user terminal through a network, said 
method comprising: 

generating a first key at the server from contents information; (col.4, lines 
16-17 and col.13, lines 2-4) 

generating a second key at the server (col.4, lines 56-67) from a variable 
parameter received from the user terminal, a H/W key ID retrieved from a user 
information database (col.7, lines 18-31) by using a user ID received from the 
user terminal, and said first key, and then sending the generated second key to 
the user terminal; (col.7, line 66 - col.8, lines 3) 
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decrypting the first key from at the user terminal from the variable 
parameter, the H/W key ID, and said second key is necessary to obtain the 
encrypted content (col. 10, lines 38-39 and col. 12, lines 52-54) 

encrypting the contents data to be distributed at the server by using said 
first key and sending the encrypted contents data to the user terminal; and 
(col. 9, lines 61-63 and col. 13, lines 40-41) 

decrypting the encrypted contents data at the user terminal by using said 
decrypted first key. (col.10, lines 50-52 and col.13, lines 42-43) 

Moribatake teaches receiving contents from the user terminal and 
generating a first key from contents information but did not go into details that 
contents specifying data specifying the copyrighted electronic contents data to be 
distributed and the generated first key is from contents information relating to the 
copyrighted electronic contents data to be distributed. 

Moskowitz teaches an invention related to a method and system for 
applying a digital watermark to a content signal wherein is a method of protecting 
copyrights (col.1 / lines 38-45). Moskowitz teaches digital distribution of 
copyrighted content and key generation (col. 5, lines 8-12) that distributes keys to 
better define rights (col.4, lines 50-57) that whom ever possesses this key can 
access the watermark (col.6, lines 47-49). Further, the keys are inserted into 
content to establish ownership rights and to be exchanged for delegating 
responsibilities to distributors or sales entities to restrict resale rights. Moskowitz 
teaches that recognition of copyrights as well as the desire to prevent piracy is a 
fundamental motive of enforcement which uses the mechanism of digital 
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watermarks (col .5, lines 8-55). Therefore, it would have been for a person of 
ordinary skills in the art at the time of the invention is made for the contents of 
Moribatake to include copyright contents being distributed and and the generated 
first key is from contents information relating to the copyrighted electronic 
contents data to be distributed because copyrighting contents is to protect the 
copy and to prevent piracy where keys gives rights are involved to delegate 
responsibility to distributors or sales entities. 

As per claim 2: See Moribatake on col.4, lines 45-46; discussing 
generating the variable parameter at the user terminal and sending the 
generated variable parameter to the server. 
As per claim 3: Cancelled 

As per claim 4: See Moribatake on col. 5, lines 35-40 and 60-64; 

discussing synchronizing the variable parameter between the user terminal and 
the server. 

As per claim 5: See Moribatake on col. 5, lines 12-40 and 60-64; 

discussing synchronization between the user terminal and the server is 
performed at a time different from a time when the contents data is distributed. 
As per claim 6: 

Moribatake discloses contents data encrypting and decrypting system 
comprising: 

(i) a server which comprising; 
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means for generating a first key from contents information; (col.4, lines 
16-17 and col.13, lines 2-4), 

means for generating a second key from a variable parameter (col.4, 
lines 56-67), a H/W key ID, and said first key, and 

means for encrypting the contents data to be distributed by using the first 
key; and (col. 9, lines 61-63 and col.13, lines 40-41) 

(ii) a user terminal which comprising; 

a network interface configured to send said contents specifying data to 
said server, and to receive said second key and said encrypted contents data 
from said server, (col.3, lines 63-67 and col.7, line 18 - col.8, lines 3) 

means for decrypting the first key from the variable parameter, the H/W 
key ID, and said second key, and (col. 10, lines 38-39 and col. 12, lines 52-54) 

means for decrypting said encrypted contents data by using said 
decrypted first key. (col. 10, lines 50-52 and col.13, lines 42-43) 

wherein the server receives the variable parameter received from the user 
terminal, and the server retrieves the H/W key ID from a user information 
database (col.7, lines 18-31) by using a user ID received from the user terminal, 
and said first key, in order to generate second key. (col.7, line 66 - col.8, lines 
3) 

Moribatake teaches receiving contents from the user terminal and 
generating a first key from contents information but did not go into details that 
contents specifying data specifying the copyrighted electronic contents data to be 
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distributed and the generated first key is from contents information relating to the 
copyrighted electronic contents data to be distributed. 

Moskowitz teaches an invention related to a method and system for 
applying a digital watermark to a content signal wherein is a method of protecting 
copyrights (col.1 , lines 38-45). Moskowitz teaches digital distribution of 
copyrighted content and key generation (col.5, lines 8-12) that distributes keys to 
better define rights (col.4, lines 50-57) that whom ever possesses this key can 
access the watermark (col .6, lines 47-49). Further, the keys are inserted into 
content to establish ownership rights and to be exchanged for delegating 
responsibilities to distributors or sales entities to restrict resale rights. Moskowitz 
teaches that recognition of copyrights as well as the desire to prevent piracy is a 
fundamental motive of enforcement which uses the mechanism of digital 
watermarks (col.5, lines 8-55). Therefore, it would have been for a person of 
ordinary skills in the art at the time of the invention is made for the contents of 
Moribatake to include copyright contents being distributed and and the generated 
first key is from contents information relating to the copyrighted electronic 
contents data to be distributed because copyrighting contents is to protect the 
copy and to prevent piracy where keys gives rights are involved to delegate 
responsibility to distributors or sales entities. 

As per claim 7: See Moribatake on col.5, lines 35-40 and 60-64; 

discussing means for synchronizing the variable parameter between said server 
and said user terminal. 
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As per claim 8: 

Moribatake discloses a user terminal used in a system in which electronic 
contents data to be distributed from a server to the user terminal through a 
network is encrypted and decrypted, said user terminal comprising: 

a network interface configured to send contents specifying data, and to 
receive from the server (col.3, lines 63-67) (i) a second key generated at the 
server from: a first key generated from contents information, a variable parameter 
received by the server from the user terminal (col.4, lines 56-67), and a H/W 
key ID received by the server from a user information database by using a user 
ID received from the user terminal (col.7, lines 18-31), and (ii) the contents data 
encrypted by using said first key; and (col.7, line 66 - col.8, lines 3) 

a decrypting section configured to decrypt the first key from the variable 
parameter, the H/W key ID, and said second key (col. 10, lines 38-39 and 
col- 12, lines 52-54), and then decrypt said encrypted contents data by using 
said decrypted first key. (col. 10, lines 50-52 and col. 13, lines 42-43) 

Moribatake teaches receiving contents from the user terminal and 
generating a first key from contents information but did not go into details that 
contents specifying data specifying the copyrighted electronic contents data to be 
distributed and the generated first key is from contents information relating to the 
copyrighted electronic contents data to be distributed. 

Moskowitz teaches an invention related to a method and system for 
applying a digital watermark to a content signal wherein is a method of protecting 
copyrights (col.1 , lines 38-45). Moskowitz teaches digital distribution of 
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copyrighted content and key generation (col.5, lines 8-12) that distributes keys to 
better define rights (col.4, lines 50-57) that whom ever possesses this key can 
access the watermark (col .6, lines 47-49). Further, the keys are inserted into 
content to establish ownership rights and to be exchanged for delegating 
responsibilities to distributors or sales entities to restrict resale rights, Moskowitz 
teaches that recognition of copyrights as well as the desire to prevent piracy is a 
fundamental motive of enforcement which uses the mechanism of digital 
watermarks (col.5, lines 8-55). Therefore, it would have been for a person of 
ordinary skills in the art at the time of the invention is made for the contents of 
Moribatake to include copyright contents being distributed and and the generated 
first key is from contents information relating to the copyrighted electronic 
contents data to be distributed because copyrighting contents is to protect the 
copy and to prevent piracy where keys gives rights are involved to delegate 
responsibility to distributors or sales entities. 

As per claim 9: See Moribatake on col.4, lines 45-46 and col.5, lines 35- 
40 and 60-64; discussing the user terminal further comprising means for 
synchronizing the variable parameter between the server and the user terminal. 
As per claim 10: See Moribatake on col.5, lines 12-40 and 60-64; 
discussing the contents information of the contents data comprises a size of the 
contents data and a preceding update date of the contents data. 
As per claim 11: See Moribatake on col.5, lines 12-40 and 60-64; 
discussing the contents information of the contents data comprises a size of the 
contents data and a preceding update date of the contents data. 
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As per claim 12: See Moribatake on col.5, lines 12-40 and 60-64; 

discussing the contents information of the contents data comprises a size of the 
contents data and a preceding update date of the contents data. 



Response to Arguments 

4. Applicant's arguments with respect to claims 1-2 and 4-12 have 
been considered but are moot in view of the new ground(s) of rejection. 

Conclusion 

Any inquiry concerning this communication or earlier 
communications from the examiner should be directed to LEYNNA T. HA 
whose telephone number is (571) 272-3851. The examiner can normally 
be reached on Monday - Thursday (7:00 - 5:00PM). 

If attempts to reach the examiner by telephone are unsuccessful, 
the examiner's supervisor, Kim Vu can be reached on (571) 272-3859. 
The fax phone number for the organization where this application or 
proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained 
from the Patent Application Information Retrieval (PAIR) system. Status 
information for published applications may be obtained from either 
Private PAIR or Public PAIR. Status information for unpublished 
applications is available through Private PAIR only. For more 
information about the PAIR system, see http://pair-direct.uspto.gov. 
Should you have questions on access to the Private PAIR system, contact 
the Electronic Business Center (EBC) at 866-217-9197 (toll-free). 
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